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#' Passcape Internet Explorer Password Recovery (beta 6) v 2.4 = | =[]
Welcome to the Passcape IE Password )
Recovery Wizard d

Thiz wizard will help you to recover Internet Explorer zaved passwords for Web
zites, autafill and autocomplete formz, FTP passwordz, synchronization and
identity pazswords. vou can alzo reset |E Content Advizor password, All
pazzwords [except Content Advizor one] are recovered instantl.

Please zelect a mode the wizard will be run in._.

" AUTOMATIC - recover passwords stored locally

o pdaMAL - recover pagzwords manually [from binary regizty files}

(" COMTEMT aDWIS0OR - manage content advizor pagsword

" ASTERISES PASSWORDS - reveal text hidden behind asterighs ==
" MISCELLAMEDUS - chooze one from the combo box below

|E Cookie Explorer

[ Enable logging

|nterface language

Englizh -

To continue, click "Mest'.

<< Back Meut = ] [ Exit
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#" PIEPR - manual mode [ =[]
Internet Explorer password recovery manual mode [step 2 of 5] 6
Pleaze show the full path to the WTUSER.DAT file. &

It iz located in the uzer's profile directory [usually C:ADocuments And Settingsh<UserM amesr)

Internet Explorer version

Decrypt [E 4-B pazswords
@ Decrypt IE 7 passwords

Pazzwiords lacation
Full path ta the 'MTUSER.DAT file
C:hUzersvJohnbntuszer. dat

3
v

IJzer profile path
C:hUzersvJohn

3
v

Metwork, credentials directory
C:hUzersJohn\appDatatLocaliMicrosofthCredentialz:

]
a

Click 'Mext' to proceed

<< Back Mt »» Exit

TAWENE 0, REPIEnMA =T O E TR LTS SLhs b, BIF
R ABPA A LR AL, R BSERBCRIGIE, E s ZRIR T3 A X
LE 5 A -

L. FEMFRSCHEFE (ntuser. dat), EALTHHEEET . HREMER P RAE T
ROMNER IE7 04 (BJEE 44 o 78 Windows XP-2003 1, F§ % CLE
PRIEH X FEM) . o \Documents And Set tings | WUSER% \ntuser. dat, v SUSER%
REMRMIK 4. & Vista REd, RN REE R KA A -
C: \Users\%USER% \ntuser. dat. AZEUZIREINER), DOTEHRAA Rk & T AE4k
4,

2. BRHFPEREBRIER (WIESED o @ 5 3 R AL E B sh etk
MFRZEE R WL B30 o F R IME B SO IR A N — 2P ol IR ) — S8 1 1)
ARG mi e R A W E LS, E W SRR =P rh R m
J[¥) Master Key (W42, 1 Halb—2 WS TR GRS Ot mrie
A BEHEAT

3. MZZIEBHEF (W) . Windows iE P& FAS G & MIXA SO, R
15T VFZ2 NP I Ba A s o XL nl B4 & 7 3OR1 LAN 14, . Net Passport
JK P\ Exchange 45451 114 DAIEIE 4555 I 1% LU 4 O o % IR A (e
WL R H s L FERRATTIZB, FRATTR DGV TET (Rl 14, SR RRAE
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Wininet EH5. 5¢T Wininet UEBHMHEZER, WHAEFRANIKT IE HAHHABLSC

%, {E Windows XP-2003 ™7, Wininet ilF-15al #l {RA7AE PN AN H 5% L

C: \Documents And Settings\BUSER%\Application

Data\Microsoft\Credentials\%SID%

e

C: \Documents And Settings\%USER%\Local Settings\Application

Data\Microsoft|\Credentials\%SID%.

VR B SUSERS ACRARI) Windows )1 44, 4SID% &M ¢ SID.

7t Vista R, SID JFAHBIMEUES Hx 4 h, Priideim i i Wininet
AR R AR T BE AT — LA R, EATTR:

C: \Users\SUSER% \AppData\Local \Microsoft\Credentials Fl

C: \Users\BUSER% \AppData\|Roaming \Microsof't \Credentials.

DL & P A48 ) R 23 0E 45 H SR IR S B SR I R A2 44

C: \Users\ John\AppData\Local \Microsof't\Credentials

D:\Documents and Settings\Kate\Application
Data\Microsoft\Credentials\S—1-5-21-1927147842-1992852531-225342917-1003.

{8 P12 i 3 A L (B 5 AR 0ot 22 e, ks 2 b

INIERERT T AT P AN NSO, i AR AEBRs B S -5 LA N AR R4 Z840E 15 H
Ko WERMKER TAE R BT 2RI B0 /5 2 WIS Ui 198, URpt 0T sh i A\ 3R 14

TS B Gl A bl = )
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#' | PIEPR - manual mode (IE7) EI@

Internet Explorer password recovery manual mode [step 3 of 5]

Please setup correctly the user logon passward, the Masterlk.ey file and the 510 of the pazswards' owner. @
Without this data wou will nat be able to decwpt [EY pazswards.

Pazgwords statiztics
Autoform fields found:
Autocomplete pazswaords found:

FTP passwords:

LI — S I

Wininet credentials:

I1zer logon information

Dwrer logon passwaord

Hide characters az | tupe

Dwrner M azterk ey file -
C:AUzersh] ohnhppD atahRoamingMicrozoftProtecth5-1-5-21-397 73431 433- |_|

Dhwrer SID
5-1-5-21-39773491 43- 31 917 33863-3911 27 3036-1 003

Click 'Mext' to proceed

bare. .. | << Back Mewt »» Exit

FESR =, A 1] S 2 X AR Z RT3 A 1 et b 4R 2 A A AEAR A TET (¥ 112 LU
FHc. ptabey D4 g0itas Wos R B 05 B8R (HIR R k=) .

BAF AT LA KB AL Wininet UETS, HAETHE:

o A(EISRPFZATHIV BT T IERI SR H XS HL
o AR EERAR RO ATHE R S8 T AT IE T, BRI 4

Y, AR AR P MasterKey SCHFRI 7 SID. 44K, Rt o] LLFh#4E. R
PERIN, W) Master Key SCHFARAFAEWN T SO
Windows XP-2003:
C: \Documents and Settings\BUSER%\Application Data\Microsoft\Protect\%SID%
Vista:
C: \Users\BUSER%\AppData\Roaming \Microsof't \Protect \%SID%

Owner SID ZHUEH 5 %SID% AR 44—, REELE User Logon Information B A

TIEFIR A4, WA STEE Vininet UEBOECE, 1 H %4 Next >> Bl F— 8K vT 1,
SRIG AR AT LLARSE ] S RE IR — 20— s &4 .

JRICHAE:  http://Aww.passcape.com/recovering_ie7_passwords.htm #11%¢: CFlab - Annie




CFlab.CN
P, F 40 A £ SCH 4 (09-3)

S| 4. BEMEEN

A I R R AN R R b Ok e e e — . B R B, AR TET
H PN HUE A R BT s AEATATT A AT eI, N RE P AR A S AEAR M 5L AR A7
sy, BTk, JRITIGR RSB R, PR T AR TE Xk 04 0 RS in 4 il 44
M. B, JRATLUSICE FTP il Wininet A4, MWK S HEIUE TG, BAFCH T2
UAIENSE SUF Br e A TR

76 TET H ¥ B3h 58/ 02 i B an T

L. FEEE—RUi M SE M TR, F P — BRI T 104, TE Ba ORA7 0 W 0T i) Wk I -5
iZ bk ¥y 4518 hash=SHA (URL) .

2. B RAE IR AE (— AN IETF Unicode IR SCA TR 8 4 A IS8 56 . %54
Bl IR T8 e 5 K R N % 450 (DPAPT) X VA 1EAT hns . N Y 1 4=DPAPT (URL,
F14)

. CNEN AL SRR E R, BRI .

4. PHER N A TR EEMERR .

IR E— RIS AR BRART AN RE G R AL, AR A RERE D4, T H, UR
B 04 B A (R SR AT RER . 55— 51, IF AR TR a9 (k) #8
TRAFAEA TSR L

{HI2 TE LT BRHR B B2 1e? - JLSEqRfay i

APRR VTG, T 2 RO SRS A E, R Bk e 2 s i (1 5
TRAFAETE MR P B (WA E CINE 1 102D AT AR o SRIL v — IS A5 (B UL I
5522 SRBRIT AN R 1 2R e 2 oK

X B 58 B 1 N BRI T — A AN K750 B, DGR S S s
AN A1 5B, 8l P A0 AR AN R In s 5 3o SR AR (R AN ] B S B4 o e B )
AR T HIML JE 3 AN URL o LEBA RGBT AT 1R htm ] SCPFREAS .

{table><tr>

<td><input type="text” name="loginname” value=""><br><{/td>
<td><input type="password” name="pwd” value=""><br><{/td>
{/tr></table>

FEABIF,  FBAMEPRE USCAIEI Toginname,  MAh,  F 258 A N AL
AR 112 AL 58 4 AT IR 1) o

A0, T 15 LET b S 5s R 4 85 ety 1 AT T, AT A
/NGNS . EARPEL_LR T H LR T LA AR TR D S5 . S0
BORRALARBIN 140 FTHCSLA) 14 SO ELBRIR v TR PO, L, LA P
KRR T
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Internet Explorer password recovery manual mode [step 4 of 5]

Before clicking Mest', please provide the program as much decryption keys as pozsible. The deciption @
key conzsists of URL address or form field name. Probably pou'll have to set zome keys manually. pes

Autoform fields found: 1 [0 can be decrypted]
Autocomplete pazswords found: 2 [0 can be decrypted]
FTP paszwords: 0 [0 can be decrypted]
YWininet credentials: 1 [1 can be decrypted]

During thiz YWizard step you'll have to specify the zource URL address(es), the passwordz belong to. These

UR Lz participate in the encryption proceszs, o without the JRL pou will not be able to recover the data.
However to decrypt autoform data it is alzo required to know RL form figld name. vou can get required form
field namesz by zetting URL page for onlineg retrieval (hot a single bit will be transfered from your computer during
the online zezzion].

Haow do you want the decryphion keys to be retriesved

Guess simple keys | Look in cache | Browse local computer | Retieve from Internet | Extract marualiy

Check autoform field names using builin dictionan » > | Fun dictionary attack |
Click here to guess fast autoform field names »» | Run fast brute-force attack |
Deep brute-force analyzis of the autaform field names > » | Fun deep brute-force attack |

Click 'Mext' to decrypt and view the paszswords

More. .. | << Back | [ Mest > ] | Exit

XA 7 ] sl 2 ) W R B B B 58 RN A A AR i T s AT
T2 5, AR L P & ) 7 U A s AT RE P T R 48 - 350 . n AR AR B 2
T, REHA 4N custom dic FFRH M BIRE P 245 M H P R a] o Rt m) DL
AR By, X RARGAZ 0 BT R - BRI A AR B3 o (R, X7V = 2E
S e e PO R S (B % 6 A0 AR« AEZBATIR N — AT, AT RPR #t
— MR R R R Bt 7720 (smart mutations)
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Internet Explorer password recovery manual mode [step 4 of 5]

Before clicking Mest', please provide the program as much decryption keys as pozsible. The decyption @
kew conzists of URL address or form field name. Probably pou'll have to set some keys manually. g

Autoform fields Found: 1 [0 can be decrypted]
Autocomplete pazswaords found: Z2 [0 can be decrypted]
FTP paszwords: 0 [0 can be decrypted]
YWininet credentials: 1 [1 can be decrypted]

Dwuring thiz ‘Wizard step vou'll have to specify the source LIRL address(es], the pazswaords belong to, These
IURLz participate in the encryption process, so without the AL wou will not be able to recover the data,
Howerver to decrypt autoform data it iz alzo required to know URL form field name. v'ou can get required farm
field names by setting URL page for onling retieval (hot a single bit will be transfered from your computer durning
the online session].

Haow da you want the decryphion keys to be retrieved

Guess simple keys | Look incache | Browse local computer | Fetriese from Internet | Extract marualiy

Click here to retrieve keys from the curent uzer's cache > | Check curment user's cache |

More zophisticated analysiz of the curent user's cache >3 | Deep check curent user's CaChE|

Check cache for all uzers of the local computer »» | Deep check al |

Click 'Mext' to deciypt and view the pazswaords

bare. .. | << Back | [ Meut »» ] | E it

X2, ARAT DR A T AL A7 T8 SR B 201 1E 240 CERRIR L)
fR piiti T Check Current User’s Cache #Jm, NIRRT RIFAA7ESAF T P idi 48 5% 51
W IR E %, k% fid Deep Check Current User’s Cache . JRUE Ik Tt i 5
18, H EE R S AE T REMAL T Windows APT IR g 2 ANHHATIN R . SRt (H i A R )y
525 =38 (Deep Check A1), iZIGIURE (e A v SALIK P A H - A P AT R o

JRICHAE:  http://Aww.passcape.com/recovering_ie7_passwords.htm #11%¢: CFlab - Annie




CFlab.CN
P, F 40 A £ SCH 4 (09-3)

3. WAL

4 PIEPR - manual mode (IE7) =N B>

Internet Explorer password recovery manual mode [step 4 of 5]

Before clicking Mest', please provide the program as much decryption keys as pozsible. The decyption @
kew conzists of URL address or form field name. Probably pou'll have to set some keys manually. g

Autoform fields Found: 1 [0 can be decrypted]
Autocomplete pazswaords found: Z2 [0 can be decrypted]
FTP paszwords: 0 [0 can be decrypted]
YWininet credentials: 1 [1 can be decrypted]

Dwuring thiz ‘Wizard step vou'll have to specify the source LIRL address(es], the pazswaords belong to, These
IURLz participate in the encryption process, so without the AL wou will not be able to recover the data,
Howerver to decrypt autoform data it iz alzo required to know URL form field name. v'ou can get required farm
field names by setting URL page for onling retieval (hot a single bit will be transfered from your computer durning
the online session].

Haow da you want the decryphion keys to be retrieved
Guess simple keys | Look in cache | Browse local computer | Retrieve from Internet | Extract marualiy
Scan directory with HTRL files
C:U sershJohin N | Scan HTML files

Current subdirecton:

Filez found:

Click 'Mext' to deciypt and view the pazswaords

bore. .. | << Back | [ Mest > ] | Euit

KRS S BB se i s . Al HZ I, IR R 4R 1) HTML SO SC
PRI ERAR . IXREES AT A TS, SO A TR SRR R v RE 2 1) S0 . X ek,
A RERE —DREBIT Internet Explorer cache HJH 3. Biltun, AT LU HARN SR html
S 2247 H 3k, 15 Opera WS048 —HF, B I 47 U5 )i i) TR ORAFAE — DMRFIRI AL B GEH
*& C: \Documents and Settings\%USER%\Application Data\Opera\Operal\profile|\cached) .
— BARE T30, AREE AT LAF a4 HIML SO A% SE T A R BII B8R 4 . IXLEE [ 3))
TP AL PR 2 5 PR BRI — B .
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4" PIEPR - manual mode (IET) EI@

Internet Explorer password recovery manual mode [step 4 of 5]

Before clicking Mest', pleaze provide the program as much decryption keys as pozsible. The decption @
kep consists of URL addrezs or form field name. Probably pou'll have to zet zome keys manually. o

Avtoform fields Found: 1 [0 can be decrypted]
Autocomplete pazswardz faund: 2 [0 can be decrypted]
FTF paszwords: 0 [0 can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

Dwring thiz \Wizard step vou'll have to specify the zource URL address(ez]. the pazswardz belong to. These
IURLz participate in the encryption process, 2o without the AL you will nat be able to recover the data.
However to decrypt autoform data it iz alzo required to know URL form field name. 'ou can get required farm

field names by zething URL page far onling retneval (ot a single bit will be transferred from your computer during
the online session].

Haow do you want the decryphion keys to be retrieved

Guess zsimple keys | Look in cache | Browse local computer | Petieve from Internet | Extract manually

Source URL address [with autocomplete data)

http: /v, domain, com/login. php Check this page

Download status:

F.evs found:

Click 'Mest' ta decypt and view the pazswards

Maore... | <« Back | [ Mext > ] | Exit

UERAR A — LU I H AR BEA R R O\ EJ5 Gt Bl b il HE T ARIIE 45 2R)
XA AT BE AR AR R T

TR S 14 0 ST I CF P47 28 AL S 28 e 52 R et 5 1),
#8J5 Al Check this page, YR LT R PIRIE.

B e R b
e fia g s N a, IR AT
A RESCRE URL 514 .

B E B35 04 (Autocomplete) )4 . KRG, BE
H3h 58 3E 8 (Autoform) ) A4 . {EHTHIMAT, AR
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4" PIEPR - manual mode (IET) EI@

Internet Explorer password recovery manual mode [step 4 of 5]

Before clicking Mest', pleaze provide the program as much decryption keys as pozsible. The decption @
kep consists of URL addrezs or form field name. Probably pou'll have to zet zome keys manually. =

Avtoform fields Found: 1 [0 can be decrypted]
Autocomplete pazswardz faund: 2 [0 can be decrypted]
FTF paszwords: 0 [0 can be decrypted]
Wininet credentials: 1 [1 can be decrypted]

Dwring thiz \Wizard step vou'll have to specify the zource URL address(ez]. the pazswardz belong to. These
IURLz participate in the encryption process, 2o without the AL you will nat be able to recover the data.
However to decrypt autoform data it iz alzo required to know URL form field name. 'ou can get required farm

field names by zething URL page far onling retneval (ot a single bit will be transferred from your computer during
the online session].

Haow do you want the decryphion keys to be retrieved
Guess simple keys | Look in cache | Browse local computer | Retrieve from Internet | Extract marnualy
Source HTHL file, URL addreszs or Autoform field name
YWhlohn-80 328441 70 \testhlogin, htm | Check file/URLname

Keps found:

Click 'Mest' ta decypt and view the pazswards

bare. .. | | << Back | [ Mewt »» ] | Exit

IJa— I ARIFANGE ERREEAT, (HE, RTTEEHILL T F

o HIML XX - #3 A3)5EMERR (Autoform) %% H
e URL MHEHbHE - K56 A8l 5e ik (AutoComplete) % 4H
o HTML RASIEFIRIR Y - KK H 852 iR 5 (Autoform) % % 4

X LER H (FIEE PR RS T AN R ST 2010 58 7 ey, AR iy 2

4. B K2 ER Internet Explorer 2247 3CfF, ALEE html SCfF,  MCEIG R B 3k
B, waaTahikE . mRH AP IR ERH K, Ad Next >’ X H &,
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SE]S: WEHERE

fEf b, [ PR T T AR A B, R AR (0 Eon s Hd .

4" PIEPR. - decrypted passwords

Yiew Internet Explorer passwords

miouze with Al key bo zelect items of specified type.

o
Right click on the listboy to view contest menu. Use mouse with Chl or Shift keys for multiple selection. Usze G?')

| Report || Copy | Save

<< Back

|E rezource type Rezource name lzer namefvdalue  Password i

@ IE7 FTP credentials 84.53.193.203 filez khasz

@ IE7 FTP credentials frp. rusic. freedommet. i music mic

@ |[E7 FTF credentials ftp. zwiftcd. com quest awiftcd

@ IE7 FTP credentials gharm. elcarm. i filez backronym

IE IE7 Wininet credentialz members. asp-shareware.ong... 08714 BestPawl 23 -

& |E7 autocomplete fields [ogir 123 I

& |E7 autocomplete fields [ogir zzz2

& |E7 autocomplete fields [ogir 2000

& |E7 autocomplete fields [ogir test_name

& |E7 autocomplete fields [ogir coker

#IET autocomplete fields q login cardzpace

& |E7 autocomplete fields q crdz

& |E7 autocomplete fields q cardspace down...

B IF 7 antoenmnlets fialds n " rrde!! rardenare v
|

Add Delete

Meut = Exit
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